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The access permissions for the configuration file 'C:\Program Files
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To proceed with the installation without changing the permissions for
the configuration file, click Tgnore’. Note that if you do this, the server
may not be able to start.

To abort the installation, click 'Cancel'.
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O =
FIPS E— KTlE. BS{tINTULWEVIEHEE FIPS EZa—ILHBIIX
R—=FFTBZEDFIPSHREICEVWTELSENTWS =0, NXTL—IHL
TA—HREERTICIETEEFHA.

Bt a JICBR T ZFERAT 35813 NATL—XDT71—=ILRZZEICT
BC8T. NATL—XB L TREEHRTETET,

BEFEHALTRIAETIESICIE. BICNRTIL—=XDADODROENF T, /INXT
L—XICl&. NAT—RICBl-#eenr'H D, WERE*HIIEERELET,

NZATL—=ZXELohD eEEEL. EFBHHEVESICLTLESIL,
[INRT7L—X%EBAN]
NRATL—ZXZBAALET, CHUTED. AWSZADBBVWCEHERTEET,

5. £ 2ROBEPRIZT 74 MERBELDZDDICERLIVESIE. [T
2ar]zoVy o LEY, T4 ETIE TectiaClient|d 3072y D RSARDXRT
ZERLET,

[BoT7ONT ] BHTIE. UTOCLZERTETET,
[BFEHE]

T IROBEEZERLE I, FARIERLGA TS 3 Id Ed25519. RSA. ECDSA.
KRUDSATTY,

O ==
FIPS €— R TI& (FIPS 186-5 IC#H#LL) RSA. ECDSA & & U Ed25519 hi
7.'-:_ l“ énij-o DSA LiaE;&ﬁ—Cj—o

[BORE]
ERIFIRORS (1BMS) ZBIRLET, UTOF TS a VU 56FIRTEET,
+ DSA/RSA ##:2048. 3072. 4096. 5120, 6144, 7168. 8192 Ew k
« ECDSA ##: 256, 384, 521Ew bk
« Ed25519#:256 Ev +

FILEEOBBTH. KEVWFLEIDEF2TICARD ETH Thr L BHICEMERD
R<BDZET, 256 Ev FD ECDSA Y 3072 E'w b D RSABIZRAFDEF 21U T«
ZRHELET,

6. [RA]1Z0Vw o LT, BO7vTO—-FICEHTT, Vs F—FIZ432DFIE3 ICHS
£,

© 1995-2024 SSH Communications Security Tectia® Client/Server 6.6 (Windows) 1w ¥ « X
Corporation X—bk < HAFE



rRBOBEE 7Y FO-F 31

BEOLARBEZHFLVWIE—F - H—=—NIZT7vyFO—RITB3HEICOWVWTIE. 4.3.2 THAL
£7,

4.3.2. nHBOBE 7y TO—F

NERBIE. SFTP IS XATLDEHMICHE>TWBRH—NICBEMNICT7 Yy 7O—RTEX
9, Tectia Server Tl& SFTP HFI7 A TEMICE>TWET, [ARRERTY « H—
K] Tix. BRLIEVE—bF - RXAMIHFLVWAREN ENZAESNICTZy7O—-R3h
£9, F-BREORBIITAT, Tectia ARI D aVERE GUI D [BLIIAE]| R—JIC—E
KRN, WOTHEEZRIRLTUE—F - H—NICT7y7O—-KRTEET,

NERE. VE—bF - H—NEDTF7AILbOIA—YH + F—L T L P ) (Windows T
(& zusErPROFILE®N.ssh2) IO 7w TO— R EINEX T,

O =
BO—HlF. Y —NLEOETAL I FIAD write RZIZF>TULWBIHRERDHD., £
STHWERIFEE 7y 7O—-FICKBLEXY, VE—F R+ OYEa2—4%
DEBENI—Y - PO XZFIBLTVWRIHES. —/N\BE TN
TNTLWTH, A—HESI ARSI ZRETIRVESICE>TWVWR I LHH
%9,

1. [RBAREREEV = F] ICT7O€RXTBICIE. YY) — - Ea—T [2—Y535E] - [SRE3E
BAE] DIRICO Uy I LES,

2. [REFEAZD) XA ] 5B EERL. [PyTO—F]Z2oUvILED,

3. U4 —ROD [RFAEET Yy 7O—-F]Ea—HRRTNET,
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T LEREFMT-F ? *
LRFEETy IOk

COFEEPYIO—FEHE—F RAMEBEL TS,

AR |examplehostcom |
@ ofeiEfE 3-8 [admingd |

&= | 29 |
O #E2077A 1L paper

=5 FrlO-F> el

K4.48B07y7O—-K
#BEr7yvO—RLEWIE—F KX b, LTOLSICEEZLET,
(241 v &S]

CDATOIVEERLT. VE—FD[RAMRlE. ECTERATI ESD [2—F
2] E2EELET, T7 4 LD Secure Shell [R—FE2]1322 T,

[ESGE7O7 71

BROUE—F - KA bA—YRZHETS [BEHETOT 7] 2FOv T4
e URMDSERLET,

4. [7y7A—F] %ZIVUvyILT. BRLIEY—NICBZEEXLE Y, ITICUE—F -
H—N - RAMIERINTVLESEIE. BO7 vy F7O—-FHICICHIBENE T, &
TNTVWRWMEEIR. —NETOFANROSNET (TT7 2L ETRNRT—FH%
BTY)

4.4. BHERX 7 ) T b DT DIEXTFERETEAEDERE

Tectia Server Z BE1 7 7 1 LERXICER T35S, 7 7MIIEXRBICA 401 —H - 7HD
VEEERTEET, TDOELSHBIA—Y - 7THU Y M EIERNEFERD T 7 1 ILEEICDHFER
T3FEIE. Y—NATE—ZFIL - FOLREEMCTAI 2 bEOHLET, 5.2.5 DF
IBZBE LTIV,
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SFTP 7HD Y Mok, QERPRIUT b - ARV RICE SHNERRIERETEET,
EHERONYF - V3 TOBE. NRTL—XBLOLRBRELEATIET,

T34 7 2 beIEREERIICRKRITITBICIE. Y—NDRIMFEBEZEI 517> MMIREL.
A—YREEICIENEN R A EZREL TELELHD 9, IENFENLGERICIZTAT R
SAY < Y=IDONYTF - E—FZ2ERTIVENHBD XTI,

1. RSA BRT7ZERL. NZATL—XD T« —ILFRZEICLET, 431 OFIEZSRLT
ISV,

2. BO7yTO—-FICDOWVWTIE, 432DFIEZSBLTLIZTL,

axa
=9

WMERIZ. AP TIEITIHRVESICLTLETL, Chlxk. NXTL—X#K
LTREZRETIHSIHICEETT,

ZFOMOIEGGEEREFRIEAEDFFMICOWVWTIX, [Tectia Server Administrator Manualy @
l'Authentication] DE%#EBBL T TV,
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EESE X aATRI 7L ILIEEEDER

Secure File Transfer 7O~ 3JL (SFTP) 1. FL—>FF X b - R—ZD FTP H—E XK
H3tEXaT7BY—EXTY, SFTPH—E XTI, EGXFFICIRTO 7 71 ILZRBSILLE
ER

AKETIR. EFa78 770 EEREDESICERATINS I ERL. ERAEMCHELR
EXEBICOWTHALE T,

5.1. Tectia Client T®D SFTP O fEH

Tectia Client @ SFTP 7 7 4L FREIXIFE AL DIGEICEYRT-0. §<ICT71ILER
EDOEREBRZRWTEET, SFTP H—EXIZOATVRS1 > 71X Tectia EXa7 - 7741
JVERX GUI BB ERATE XY, GUIICIE. AT RERBZY—ILFyTIHEEFNTULET,

5.1.1. ARV K51 >T®O SFTP DO fEMA

sftpg3 aA< > Fid&. SFTP H—/\ « TS X7 LHEZ% Secure Shell N—2 3> 2 =N
ZRITLTVWBRRAMIERTSOHIC. ARV RSV TERALEY,

sftpg3 DEXEXIIUTDED T,

sftpe3 username@remotehost

CHICED. VE—F - RIAMIOTA 2V LET, I RE. OTA VICERHLIER. RO
SOBARVRTIUE—b + RAMDBO—AIL c RAMMIT 7ML ZEIFTEE T,

sftp> get filename

sftpg3 THIATEBIY Y FZRTRTBICIF. SFTP OV T FTheln EANILFE T,

sftp> help

sftpg3 DFMICDWVWTIE. [TectiaClient 2—# « v =27 )Ly Z8BLTLEETW

5.1.2. Tectiat* 27 « 7 71 ILE5X GUI DfER

Windows @ Tectia Client ICI3. EFXa 7RI 7 IEXREZTS-HDI > T hIL - 21—
WeAIRA—TxAADBDET, EXaT7HT 7ILEX GUI ZRCICIZ. TR YT
D TectiattFa7 - 77MIIEEGUI 7%V ) v LET,
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E5.1 Tectiatx a7 - 777 IIEXGUIDT7TaY

Tectia ZF a7 « 77L& GUI TR, EEIJO—Hh—RETERSINERTOT 71
LWeERALT((TAZ7IN] 200y D). TR [0y I8G] # 72 a>zERALT.
DE—F « RAMOEGRZRAS LD TEEXT,

{3 2:scissors Tectia - Secure File Transfer - | X
FrILE) REE) FT(V) BREQ) kW) AP (H)

(=] hid Be | o8 it Sle] 3 B Bz | By OB @
[3 hfwmimE [0 2077400

&6 ®E 6| w | |ouments -]| + |&| & @ G| o |[ocuments -]| +

[nieallr Ll ! B4 TR A |UE-FIRAE ! AR 1EE

|| Privk OT IF4¥3v-2A54.. 12708700 PPTX || Privk OT IF1¥3y-A54.. 12708700 PPTX:
|=| README 1,485 T¥AI |=| README. txt 1485 THAR
=] releasenctes 20070 THA =] release-notes-3.4.0.txt 8768 FTHAL

| | sshmgr-3.4.0-1302.b2f782... 546,580,4.. TARZ | | sshmgr-3.4.0-1302.b2f782... 5465804.. TARJ;
| | sshmgr-agents-2.6.0-2806... 163,123,2.. TARZ | | sshmgr-agents-2.6.0-2806... 163,123,2.. TARJ:
| | sshmgr-client-3.4.0-1302.... 98,088,960 TARZ _] sshmgr-client-3.4.0-1302... 98,088,960 TARJ;

ssh-tectia-client-6.5.1.868... 56,795,136 Wind: sshmgr-documents-3.4.0-... 9,150,115 E#E (2
ﬁ!ssh—tectia-client-s.s.‘l.868... 63,148,032 Wind: sshmgr-host-utility-3.4.0-...  11,638683 E#E (2
| | stegs.dat 393 DATZ || ukmukey 1,731 KEY 5
e TP R PP [ P Y PRSP | T oS4 Ohc LY HETN 2
< > < >

g | F1-|

£ B vl | BRI LN | BT L) WA R HE| 5

d} sshmgr-3.4.. /homefshogawa.. C¥Users¥shoga.. 54658. TET 12551.5...  O0:00..

{} sshmgr-ag.. /homefshogawa.. C¥Users¥shoga.. 163,12. T 12872.7... 0O0:00.

dk sshmgr-clie.. /homefshogawa.. C¥Users¥shoga.. 98088. TE7T 13024.7...  0O0:00..

{F PrivKOT L. C¥Users¥shoga.. /home/shogawa.. 12708.. TET 11296.6...  O0:00..
scissors - /home/shogawa/Documen 91EE (841.3 MB)

(5.2 Tectiat* 27 « 7 71 JLEGX GUI

Tectia E*a7 - 771X GUI ZEATR L. UE—r Kb -aAVEa—2H5
A=Al AVEa2—RIC770I)LEZRo>O—RLED, UE—F +RIAMIT 7ML %

PyFO—RLEDTEZIEHEHICTEE T, Tectia EFa7 - 770IIEX GUI &
Windows T X FO0—-Z e WUi=EE%= L £ 7,

52. X a 7L 887 71 IILIED -8 D Tectia Server
DEETE
Tectia Server (3L X 2 7HBEE 7 7 IEXICFERATEE Y, COFERASEHTIE. 2078

d Tectia Server® FREHEICDWTEHEAL £, Tectia Client DFREZEIIVNEH D £t
Ao
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Tectia Server DEREZZEITIHMIEX. BF 7 7MIILEXICAITTOATLOEFXF 2 T
#EETEHBZIETY, EDROHICIE. SFTP DEARICDOWVWT. WL 5haA—HHIR%ZRITS
BERHD FF, COFEHAEFTIE. Tectia Server ICUTOFIENERINTLET,

1. RRARDFFRI SN —DEREEAET Y, 522 DFIEZBRL TS L,

2. SFTP 'U'—lfztat\ ﬁ;‘:"]td’ﬁﬁiéhf::l.—"f * 7”/—7155 SFTP-users &U‘
admin - ICDAHFAINET, TNUADOI—HFICH LT, SFTP H—EXRIFEEINF
9o 5.2.3. 5.2.4. RUS5.25DFIEEBBL TSI,

3. sF1P-users DAV N—IF, A—HYEBEDHR—L + THINEANDATIELATEEFT, N
IR T AIIATEERTEEXT, 524 MUK S5.15 DFIEEBEBL TSIV,

4. Z—3FI) - TOCLRIEEREICOAFTETN. ENUADI—FIFETEINEI, 5.2.3
RU 525 DFIEZBRLTEEI L,

5.2.1. Tectia Server Configuration GUI D&l

Windows Tld. Tectia Server OFREIXTZ T4 HI + A—H « 412 FZ—T 14 X%ENLT
TVWET,

[R2—=F] = [(TART®D) 7O 5 L] — [Tectia Server] = [Tectia Server Configuration]
DIEICY ') v LT, [Tectia Server Configuration GUI] =& L £ 95

B Tectia Server DFREICT VX T BICI3. [Tectia Server] E 2 —d [GUI Mode] (Z
%% [Advanced] Zz2 ) v LT, RBEZBEMELLET,
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T, Tectia Server Configuration

[Tectia Server

- General

- Proxy Rules

- Domain Policy

-Password Cache

- Identity

-~ Network

- Logging

- Certificate Validation
-Connections and Encryption
- Authentication
- Services

Up Add
Down Add Child
Delete

(o) 8 /=)

| TectiaServer |

Server Information

Viersion 6.4.7.126
Type Tectia Server - commercial
Server Status

Troubleshooting Options. ..
Log Viewing

If troubleshooting is enabled, a separate troubleshooting log is available.
View troubleshootina loa contents with this button. Mieoilioubiesiionting kg

The server reports important events in the system event log. View event View Event L
loa contents with this button. 9

Default Settings

Restore Default Settings

Restore factory default settings with this button.

GUI Mode

) Simple

OK. ] [ Apply ] [ Cancel ] [ Help

5.3 [GUI Mode] @ [Advanced] DBt

CCHBId. REOREICEHT T UTOE2—FZBRBL TSI,

5.2.2. RRAEREDHIL

[Authentication - Default-Authentication] X—°® [Parameters] % 7 T. A3 3 M
—DFBEAEL L TR ZEELF T,
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T, Tectia Server Configuration EI@

[Tectia Server I - - |
" General Authentication
P Rul ) |
roxy. . e.s Configure authentication methods.
Domain Policy
Password Cache Parameters
Identity
MNetwork Password Authentication
Logaing N
Certificate Validation [ Allow password authentication
+-Connections and Encryption Failure delay seconds Max tries
- Authentication
. Default-Authentication Public-Key Authentication
+-Services
| Allow publickey authentication Try all offered public keys
Authorization file %%D/.ssh2/authorization  Authorized-keys directory J/.ssh2/authorized_keys
OpenssH authorized-keys file
[] Require DNS match
GSSAPT
[ Allow GSSAPT Allow ticket forwarding
Host-Based Authentication
[ Allow host-based authentication Require DNS match
Keyboard-Interactive Authentication
[ Allow keyboard-interactive authentication Submethods...
Failure delay seconds Max tries
Up Password cache
Down Add Child [ Enable password cache
Delete

W

ﬂ:' QK ] [ Apply ] [ Cancel ] [ Help

5.4 FAEIFED H DB L

523. BEBEJIN—-TDHRE

EREMREROI—Y - JIL—TEERL. TOTL—TDAYNA—ICHLTIRTOT
soavey—EREFTLET.

1. [Services] R—T[Add] Zz2 Vv o LT. EBERDIIN—TZERLET,

Tectia® Client/Server 6.6 (Windows) 71 w2 + X © 1995-2024 SSH Communications Security
A=k HIFE Corporation



40

BSE X2 TRT 7 IEEDER

(e s e T = ===

Configure service groups and allowed services for each group.

ectia Server

E

- General

- Proxy Rules

- Domain Policy

-Password Cache

- Identity

-~ Network

- Logging

- Certificate Validation
+|-Connections and Encryption

E

- Authentication

[SRServices

Add child

Delete

TECTIA

‘fou can allow different services based on user parameters such as username or administrator status, You
can, for example, deny terminal access for certain users or restrict the folders that are available via SFTP.
Use selectors to define the matching criteria for each service group.

If & user does not match to any group, the default service group is used.

Use the buttons below the tree to add, delete, and move the service groups. The groups are processed in
top-down order.

®5.5 A=Y  J)L—FDIERX A

Tectia Server l&. FIL<KERSNT=TIIL—FICH L T erowpt EWS FL—RRILSE Z %= E
BLZY,

2. [Basic]

7 7‘—6‘\ 7‘}11_

TD&RF%Z  adnin & L. [Terminal]l. [Commands]. [Local

Tunnels]. &7 [Remote Tunnels] DIARTOH—E XIZDOWLT [Allow] £7=iE [Allow
alllz:#ERL £ 9,

© 1995-2024 SSH Communications Security

Corporation

Tectia® Client/Server 6.6 (Windows) 71 v « X
X—bk < HAFE



41

T, Tectia Server Configuration EI@
[Tectia Server I .
- General
" Proxy Rules .Conﬁ ure service groups and allowed services for each grou .
- Domain Policy ® e e
-Password Cache | Selectors | Basic | SFTP | Commands I Local Tunnels | Remote Tunnels | Environi 4 7 *
- Identity
- Network Diefault
Rt rane__admn |
- Certificate Validation ame admn
-Connections and Encryption Idle timeout 0 seconds
- Authentication el
=|-5ervices Termina
é----admin @ Allow () Allow, if forced command is not set  (©) Deny
- (default)
Commands
@ Allow al ) Denyal () Customize
Local Tunnels
@ Allow all ) Denyall () Customize
Remote Tunnels
@ Allow all ) Denyall () Customize
E
Down Add Child
Delete
e v 1
{ b | | “ OK ] [ Apply J [ Cancel ] [ Help

K5.6 Tadminy JIL—FDHERVIRTOHY—E XDFFA]

3. [Selectors] # 7 IC#& L. [Add Selector] 2 Jwo L% 9, [Add Selector] ¥ 7 T.

t LU 2DOFELEIC [Administrator] Z:ERL. [OK]Z27Uv oL ET,

Tectia® Client/Server 6.6 (Windows) 71 w2 + X
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4. [Administrator Selector] £ 2—h'BL\/=5. [Is Administrator] Z:&RL. [OK] Z¥

5. [SFTP] 27T, adnin ZIL—FD SFTP H—EX%ZHFAL. TIAIFREDOEFFICLE

-

T, Tectia Server Configuration

[Tectia Server

- General

- Proxy Rules

- Domain Policy
-Password Cache

- Identity

- Network

- Logging

- Certificate Validation
-Connections and Encryption
- Authentication
—I-Services

(= [=][=]

Configure service groups and allowed services for each group.

Selectors | Basic | SFTP | Commands I Local Tunnels | Remote Tunnels | Environi 4 | *

If any of the selectors match or there are no selectors, this item will match,

Mote: These selectors will not be used if the user has been already put into a group by the 'Set

Services group' action during authentication.

# Type Atiributes

1

T, Add Selector

Choose selector type:
Selector Type
() Interface
) Certificate
() Host certificate
o
) User

() User group

@ Administrator

() Public key passed

(2wl

[ 0K ]’ Cancel
uD
Delete Selector
Down Add Child
Add Attribute...| |Delete Attribute| |Edit Attribute...
Delete
u v 1
== oK Cancel Hel
| K =4 I | Ll. H Apply H J [ P

E5.7 EBELLTOIIL-T - ELIXDER

Uy LET,

F hl
T Administrator Sele... @Iﬂ

Is Administrator
[ Allow undefined

[ Ok ] ’ Cancel

E5.8 BEBEI/IN—-TeLTOA—Y - JIL—TDEE

ER
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T Tectia Server Configuration EI@
[Tectia Server I |
- General
~Proxy Rules .Conﬁ ure service groups and allowed services for each grou .
- Domain Policy < LOLE L
-Password Cache | Selectors | Basic | SFTP | Commands I Local Tunnels | Remote Tunnels | Enwironi 4 7 *
- Identity
-~ Network
Logging Allow SFTP
-~ Certificate Validation Enable audit messages for SFTP
-Connections and Encryption .
- Authentication User home directory
=-Services @ Windows home folder
+-admin
- (default) () Wirtual SFTP root folder
() Custom
Virtual Folders
If wirtual folders are specified, user access is restricted to the defined virtual folders only, Please
make sure that access to the user home directory will not be denied by the virtual folder
specifications.
Use defaults
Virtual Folder” Destination
C: Cc:\
D: DY
Up Add
Down Add Child Add... Edit... Delete
Delete
u v 1
| _5 : y ﬂl' QK ] [ Apply ] [ Cancel ] [ Help

5.9 Fadminy ZIL—7IC3x39 3 SFTP DEFA]

5.2.4. SFTP-users ZIL— 7 DRTE

EXaTFRIFAINEXRZTSA—HVEROI—Y - JIL—TEZER LTI, TectiaSFTP
LW—=TICRBBEFEDARL =T 2T « SRATLEEDQI—Y - JIL—-THFEL. 1—FE
BOR—L« TANEAANDT I ELADHDHFAETNE T,

1. [Services] R— T [Add] Zz2 Uy o LT, SFTPA—HRHDIIN—T%ZERL £,
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T, Tectia Server Configuration

[Tectia Server

- General

- Proxy Rules

- Domain Policy

-Password Cache

- Identity

-~ Network

- Logging

- Certificate Validation
-Connections and Encryption
- Authentication

i-admin

o[ -E ]
Configure service groups and allowed services for each group.
‘fou can allow different services based on user parameters such as username or administrator status, You
can, for example, deny terminal access for certain users or restrict the folders that are available via SFTP.
Use selectors to define the matching criteria for each service group.

If & user does not match to any group, the default service group is used.

Use the buttons below the tree to add, delete, and move the service groups. The groups are processed in
top-down order.

Up Add

Down Add Child

Delete

"5.
| B —% W

By

QK Apply ][ Cancel ][ Help

[¥5.10 SFTP 2 —%

« I =T DIEREA

2. [Basic] # T T. JIL—FD%&B1%E sFr-users & L. [Terminal]l. [Commands]. [Local
Tunnels]. & T [Remote Tunnels] DIARTDH—E XIZDWT [Deny] £7zid [Deny

alllz#RL £,
L,

~
——
-~

FIL - 7OEXDFROEFMMICOVWTIE. 525 ZBRLTLE
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[Tectia Server

- General

- Proxy Rules

- Domain Policy

-Password Cache

- Identity

-~ Network

- Logging

- Certificate Validation
[#-Connections and Encryption

T, Tectia Server Configuration

Configure service groups and allowed services for each group.

(o) 8 /=)

| Selectors | Basic | SFTP | Commands I Local Tunnels | Remote Tunnels | Enwironi 4 7 *

Default

| MName SFTP-users |

Idle timeout 0 seconds
[+~ Authentication sl
[=-Services Terminal
;admin 7 Allow ) Allow, if forced command is notset
Commands
) Allow all @ Deny al () Customize
Local Tunnels
7 Allow all @ Deny al ) Customize
Remote Tunnels
) Allow all @ Deny al () Customize
[ add |
Down Add Child
Delete
E T 1
| _5 : i “ QK ] [ Apply J [ Cancel ] [ Help

[5.11 TSFTP-users] JIL—FDHRBARUVIRTOY—EXDER

3. [Selectors] # 7. [Add Selector] #21)wv o L. £L 2D ELEIC [User Group] =&
IRLT. [OK] 22Uy I LET,
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-

T, Tectia Server Configuration [= =] =]
Tectia Server I I
- General
Proxy Rules .Conﬁ ure service groups and allowed services for each grou .
- Domain Policy < group group.
-Password Cache Selectors | Basic | SFTP | Commands I Local Tunnels | Remote Tunnels | Environi 4 7 *
- Identity
- Network If any of the selectors match or there are no selectors, this item will match.
—Logging Mote: These selectors will not be used if the user has been already put into a group by the 'Set
.. Certificate Validation Services group' action during authentication. B
-Connections and Encryption | | |# Type  Attributes T2 Add Selector )
- Authentication 1
Choose selector type:
Selector Type
(default) () Interface
) Certificate
() Host certificate
© 1P
() User
() Administrator

() Public key passed

OK ] ’ Cancel
[ add
Delete Selector
Down Add Child
Add Attribute...| |Delete Attribute| |Edit Attribute...
Delete
u v 1
=1 | oK Cancel Hel
<L | ‘l. ] [ Apply ] [ ] [ P

E5.122—H - JI—-TeLTDIIN—-TF - ELIZDER

4. [User Group Selector] Ea—h'BW=5. BETIEEFEOARL—FT1 2T « T LA
BEDI—H + FIL—TF (CDFITIE staff EWS &) 2T IL—FICFRBSE X T

r -
T) User Group Selector @I&J
MName staff Browse...

oK. ] ’ Cancel

X5.13 fstaffy 2—% - JIL—TDFRERE

FLLIERRSNT=TIL—TF - EL V2D T—42h [Selectors] ZTICRRINE T,

5. [SFTP] # 7T, srtp-users IC SFTP H—EXZEHA L. 23— « JIL—TFD [User Home
Directory] ZE&L £9, "Hid SFTP ORETAs LI hUTY, TRIDELSIC. 77+
JL D swserrroFiLEs: ZERA L X 95
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T Tectia Server Configuration EI@
[Tectia Server I |
- General
~Proxy Rules .Conﬁ ure service groups and allowed services for each grou .
- Domain Policy < LOLE L
-Password Cache | Selectors | Basic | SFTP | Commands I Local Tunnels | Remote Tunnels | Enwironi 4 7 *
- Identity
-~ Network
Logging Allow SFTP
-~ Certificate Validation Enable audit messages for SFTP
-Connections and Encryption .
- Authentication User home directory
=-Services ) windows home folder
..... admin
- SFTP-users () Wirtual SFTP root folder
""" (defavit) @ Custom %%USERPROFILE%
Virtual Folders
If wirtual folders are specified, user access is restricted to the defined virtual folders only, Please
make sure that access to the user home directory will not be denied by the virtual folder
specifications.
Use defaults
Virtual Folder” Destination
C: Cc:\
D: DY
[ add |
Down Add Child Add... Edit... Delete
Delete
»u v 1 ¢ :
b | ﬂl' OK ] |: Apply | [ Cancel ] [ Help
e L

[5.14 SFTP-users J)L—FIC¥9 % SFTP ¥ —E XDFFA]

6. 1—4 « JI)IL—FD [Virtual Folders] ZE&EJI SICIE. £3 [SFTP] 2T D [Use
defaults] Fx v IRy I A& BIREFRL £ 9, RIC. [Virtual Folder] U X bHV5 o: &3
IRL. [Edit] RE>% 21w L %9, [SFTPVirtual Folder] 41 7OJ b RWV=5. 1k
IS %c: LEEL. TOREXRZ: FSATDsrr T LY FUDTFOI—HER
DY TT4 LI RIICLEYT A—HUD o: T LI I EZEET R . RRBICIEO—H
EED SFTP T LY MUICBHLET), A—HDHR—L - FToL 2 UTEYS 3D
A hEzT, TNAADTA LI FUICIESFTP TR TEZFHA.
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T, Tectia Server Configuration [= =] =]
[Tectia Server I [
- General
- Proxy Rules .Cnnﬁ ure service groups and allowed services for each grou .
- Domain Policy . Ly LAale
-Password Cache | Selectors | Basic | SFTP | Commands | Local Tunnels | Remote Tunnels | Environmer 4 | »
- Identity
- Network
-Logging Allow SFTP
-~ Certificate Validation Enable audit messages for SFTP
-Connections and Encryption .
- Authentication User home directory
= "SPZW'CES @) Windows home folder
i SFTP-users
- (default) () virtual SFTP root folder
@ Custom %USERPROFILE%:
Virtual Folders
If virtual folders are specified, user access is restricted to the defined virtual folders only. Please
make sure that access to the user home directory will not be denied by the virtual folder
spedifications. .
[ use defaults
Virtual Folder Destination
C: C:\
D: D:\
r
T} SFTP Virtual Folder [® =]
Virtual FolderSC:
Destination | C:\SFTP\%username%
[ oK ] i Cancel ]
Up Add 7 |
Down Add Child [ add... ]l_ Edit... ]l[ Delete |
Delete
»u T 1
d _5 : y ﬂl' [ oK ] l Apply ] [ Cancel ] [ Help

®5.15 7 )L—"7 SFTP-users BDR¥E 7 # L4 EHET S

FT7AILNELTIE. SFTP H IO XRFLEFERTZA—HICLZ T 7ML - TUVERIE.
FZ74N s SDXATLDT7 VL AHECE > THIBESNE I, Windows LETREZ AILA
ZFEBRTBCULT. IOZBLDHIREZEETETET,

T7FIETIE. RE7 2 ILADREICHTHICERINTLARWES, 21— SFTP
KU SCP #ETIRTORSATICTIERTE, 2A—HD SFTP £y avild oo
vzusernamex 7 LU MU TEBL. CND SCPIBEDX—T v bk« T LI FUICHD F
ED

RAET A IIADBERZRINTVWBRIBE. A—HFDT7I7tEXiF. IBESNT AIILFEFICH
PREnxd, I—HDFE—L - FToL I JIF. ERBINRETAILEZOVTNHICT
FNTVBRELRHBZZCISEELTLIETL,

O 1=
R*8 SFTP JL—k « T4 LI bVIET14 RV LOEBED T LI ) TRV
B, ETICT 7N ZEETAL I TETFEA,
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RE7 A IADEICIE. F—LDEE = bﬁ?ﬁii??lj (%user“name%\ #username-without-domain
% ghomedirg. MTF shostnamex) ZIEETE X T,

5.2.5. FDD - DEE

default DY —EXREI. BEEITIN—TEIE SFTP JIL—TICABEL TVLWHBWVWIATOD
A—-HICBRAINE T, ZOLSBI—PDS5DITRTOH—EXDESII. [Basic] ZT &
[SFTP] 2T TITVE T,

T Tectia Server Configuration EI@
Tectia Server
- General
~-Proxy Rules ) ) ) |
. X Configure service groups and allowed services for each group.
- Domain Policy
-Password Cache | Selectors | Basic | SFTP | Commands I Local Tunnels | Remote Tunnels | Environi 4 | *
- Identity
- MNetwork Default
- Logging s
- Certificate Validation tam=
-Connections and Encaryption | | [dle timeout 0 seconds
- Authentication
Terminal
) Allow () Allow, if forced command is not set
Commands
) Allow all @ Deny al () Customize

Local Tunnels

) Allow al @ Denyal () Customize
Remote Tunnels
) Allow all @ Deny al () Customize
CR T »
v s
Down Add Child
Delete
u v 1
=] | QK Apply Cancel Help
TECTIA I )| I

E5.16 T 7 AL b DT IN—TH5DITRTDOH—EXDER
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T Tectia Server Configuration EI@
[Tectia Server I |
- General
~Proxy Rules .Conﬁ ure service groups and allowed services for each grou .
- Domain Policy < LOLE L
-Password Cache | Selectors | Basic | SFTP | Commands I Local Tunnels | Remote Tunnels | Enwironi 4 7 *
- Identity
-~ Network
Logging [T Allow sFTP
-~ Certificate Validation Enable audit messages for SFTP
-Connections and Encryption .
- Authentication User home directory
= "SPTWICES_ 3) Windows home folder
i-admin
- SFTP-users Virtual SFTP root folder
..... (e Custom
Virtual Folders
If wirtual folders spedified, user access is restricted to the defined virtual folders only. Please
make sure that access to the user home directory will not be denied by the virtual folder
specifications.
Use defaults
Virtual Folder” Destination
Up Add
Down Add Child Add... Edit... Delete
Delete
»u v 1
_5 : ﬂ. QK ] [ Apply ] [ Cancel ] [ Help
L g L |

E5.17 772 I b DTI—TH 5D SFTP Y —EXDIER

A—ZFI) - Y—EXZEBTB L. BESNLITIL—-TD X11. T—2 x> bEx. RV
2T ARVEFBIEEINB CLISEFEL TR TV (—EBD0 O Y RO ATHICFFAI S M
TUWBBEZRETT).

53. t*a7HBET7 7MIIEERI VT b

Tectia Client XU Server A X D BEEN 7 7T ILEEXIZ. X2V T E2FERALTRETEF
9,

Tectia Server ZB# 7 7 1 LR ICER T 3158 7 IIEZEI—-—YRICERDI—H -
TFHOY M 2{ERTEEd, €DLET. %hb@?ﬁ’?/ oL TR Eﬁ%éh.&:%#ﬁ.:ﬁi
munEtzaljjl“ :I?/I‘b\ﬁﬁll Fh\ ALk 1— 'U'ZZL'C7 {)Liﬁﬁﬁ\ﬁ
9,

UTDRIIV T LDFITIX, £ Tectia Client H»5 Tectia Server I
testfile ZERIXE L. TDR I PAINEHEFEICEKELF T, XU MEIOATV FERDE%R
Z71ILICEEE®RLE T,

@echo off
REM Transfer file from localhost to sftpserver.example.com and back
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set SRW=sftpserver.example.com
set logfile=C:\SCP-logsh\scpega_%SRVE

echo Script started %dateX %time% »> %logfileX

REM This 'scpgd put' command transfers the file from client to serwver.
echo scpgd.exe -B -g testfile.dat ¥SRVE:test >> #logfilek

scpg3.exe -B -g testfile.dat #SRVE:test

echo Result: ¥ERRORLEVEL® >> ¥logfile®

REM This 'scpgd get' command fetches the file from server to client.
echo scpgld.exe -B -g ¥SRVE:test test >> ¥logfileX

scpEgd.exe -B -g ¥SRVE:test test

echo Result: ¥ERRORLEVELE >> ¥logfileX

echo Script ended %date® ZtimeX >> ¥logfile®
echo sk >> %logfile®
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BE XTI TVIr—2 a3 GOk
H

AETIE, EXa7H8EFA—-IL-HY—)\- 77‘!’_'5(J5I§L_Zt'7)‘::73".,151)£;EL,7:_E§UI*/Ik)lz
BE-ST, BEICTIVT—2ay s bRV ITRBRETRIHEICOVWTHBALE Y, &
FA=I « TFIVT—=o 30D FELTWE TSI T b« 2 2ICIE Tectia Client A E
T,

Tectia D h>3) D THEIE. KL ARBEHOREEIHATHEZLTVWB L EIC. BF
A=IPHAI Y IR Y FOR=I, HET7MIICEFaTICTIEITESLSICT
BHREET I,

FoRDVT (R—=bk-T747— 74/7) ig. #FDEFETIEEF a7 TIERW TCP 77
D=3y bST7q0v 0%, BEtEIN-EX a2 7B T, Tectia BHTEREXTSA
ETY, TcE ZIEPOP3 X SMTP. HTTP #EHiBR Y. TDEEFTREF a7 TIIRVESZ L
FaTICTREHNTEET,

F>2U>JZFATSB T, EFLY GPRS. 3G, DSL [E#f. #—TILER. RTILD
A=Y b« B—EREWVWS TV RFEICEREL, HBEPBZRX1TDA2—
LY b H—EXADSEFXA—IUITIELATESRELSICBEDET, 12 —= v b TCP/
IP #EHiTZLTVWNE, HRPOETHSTHEFaATICEFA—ILZRELRED. 1DV
V=RAT7I7EVALEDTEET,

Tectia #EHIO—H— WBNYIITSTOVRTrORVDIERNMEBLE Y, E5J7O—
h— IFEEEIC. EREBRAOBHFF O RILOU I F—2ZRAZE. NAT—FREEIEINZXTL—
XZANTEDES5A—HFICERL 7, #EHEH. 03/\171/ —XZF OB ZEOTER
SEENBBE. A—HIE@AHTEIHNELRHD FtHA. EEDFORILIE. VRF— < R—F
IO TERINT-CFICERINE T,

O im
IV EFERTZO—Y - 77V r—>a v BSIEFORILZFERALAEWVS
BLEERIC. MBOREEFIEZRITLET (FET3%E).

B b>xiLigO—A) (BE) FoRILTYT, 2Fb. O—AJL - AVE2—RDIEESTH
7-0—AhJ « R—kH5EHEXDODVE—F - KX« AVE2a—FDIBESINTHR—FAD
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54 BOEEFaT7RTIVT—a EGOFER

OXICfERAT S TCP #HizRELE T, VE—bF KX b+ OVFa2—4%2HZ TIERTEE
ETBRZEHARETIN., TDIBEDIESIT Tectia Client & Secure Shell — N\ TO HES
SEINET,

6.1 1%, Secure Shell H—N\HDMZ %y F D=V ICFETRBEDHITY, CDIHBEDIE
k. Tectia Client 55 Secure Shell = NE TIXES{EEIhE T, T, CEXV +
77— RWTIE IMAP H—NZTHEESLtINEEA.

Tectia Server

=

Tectia Client/
Tectia ConnectSecure \'l/
A=Yk + N
—{( oAt O—:L— L —

~

E-mail 75147k A
IMAPH —/\

6.1 IMAP H—NFToHOO—-AhI - ORI

6.1L. HBI M RILDESR

BEI > RILIE. HODLHBEINIY —NADEF 2 T7HEK T, EHIE Tectia Client
O (EREtva ok ICEBNICAIMNE Y. RED L2 RILIE. 7T
T=oa PIRF— K= MO TEGELICEEICHEBRINE T, TORBATY—/1N
DEFGHRHINTVRVSEIE. TOEERSEINICHEINET,

BE k>R >JICIE Tectia Client & 7 V5 —> 3V TOREDYVETY, Tectia Client
DBEEFFORILEEERETZFIBICOVWTIE. 6.1.1EZBBLTLLIETIL,

V2T TBT7TVr—2a 0B RIVEERT BFIRICOVWTIE. 6.1.2 2881
LTLEETLY,

6.1.1. Tectia Client TDERE

BE k> RILIE Tectia ARV aVERE GUITHRELET,

Windows Z X /N\—D@HMMEIET Tectia 7> ‘U #HI7Uv o L. [BBE] ZF/IRLT
V—ILEREET,

V)= XZa—T [BEBIbOFRIL] Z:E8RL. BMM] Z2Vy oL T, BRI 41
FATRy I X #RRELET,
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il EETZIR

Y2 SRl
P BEINRIERE D, FED e, A SR U A BB TEL TR, TR
T2 TR T e L - P e o
UAF-f-b EEEAAR  EEEA-R D-ALAGOSE B8 707741l
T &SR T X

R TGP -

- b

0 - OHERE DS EEF=]
AL ||map Examplecom

s

ABAD.. - il

E E Al 1
5 oK, iR Sl N

6.2 BE b RILDESR

UFDESICT 1 —=ILFICABLET,

. [BE]: FORILOBEE KOy TH TS - UZ M SBERLET. TCP RU FTP H55ER
TEET,

o [VRF— K—F]: Tectia Client B’V wRX> L. 7FUr—> g ohEEdysO0—hnlL -
R—rDBESZERZLEF T, FHUINLR—FBSIFERALAEVWTETL

O =
PRI EERTIRROTONIINELRET TV Tr—>avicid, EBICER
TREDICHERTIVENHIEEDNDK— MES (IMAP DIFFIE 143, SMTP D
BRIk 25 BY) HEEIIHBENHDET, oo FORINERLIZT T
=23 Iico2VWTh. 71w b (VNCODIZEEIF59007%4 ) ZERICANRITA
BR5BWVEEDHD T,

o [(A—AILDSDEFDAEFFA]: O—HILEGICR> TR ZHFAITSHIE. COFFS
SavEBRLEFFICLET, COBE. ERSNE b RILIEMMOIYE2—2 TR
FRATEEFEA. 7724/ EFTRE. O—AILEGOADFIINET, CNIKIFLAZD
KRISELSERTY, NBHLSOFERLHFATIESE. TNUHESEFAVTAAD
HELHTHICEF LT ZTW
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s BHREARIF:COT71—ILRTR. FRILOEGRATIAFZERELE T,

0 =
BAERZA DT KL X, Secure Shell EFARIIIN-RBICBRREIND T
B, ZZTD localhost IXIFHFLD Tectia Server ZFX L &EIEL F 7S

o [EEIEAR— R AR - M #ERARIFET R RILERSNSR—F2EELE
ED

s [FRLTERATZITAT 7] bRV ZERTREEICERTRERTOT 7 1)L
ZBERLEY, #H7O07 7NV ZER I BFIRICOVWTIE. 3.2Z28RBL TS,

BE ORI ZRETBICIF. VAMDS FORILZRRLT[IRE]I 22V vILET,
BE b RILZHIRT BICIF. VA RDS AU RILZBRLT[HIBR]I 22V v I LET,

6.1.2. FRIUENIT TV Tr—2 a0 DEE

7 ) r—< 3> (Microsoft Outlook 2 £ @ IMAP X SMTP X—JL) I&. 7V —> 3> -
H—/\ e R—FTIEERL . localhost R— MCEHRTE3LSREITIHVENHD XY,

6.3 I. Microsoft Outlook 2007 DEFX—JL « FHO Y FREDHI T,

Add Mew E-mail Account £

Internet E-mail Settings
Each of these settings are required to get your e-mail account working.

User Information Test Account Settings
‘Your Name: User Name After filing out the information on this screen, we

recommend you test your account by dicking the
E-mail Address: username @example.com button below. (Requires network connection)
Server Information T —

Test Account Settings ...

Account Type: IMAP
Incoming mail server: localhost

QOutgoing mail server (SMTP): ||gcalhost
Logon Information

User Name: username
Password: 00000 sssswsssss

| Remember passwaord

Require logon using Secure Password Authentication (SPA) More Settings ...

< Back ” MNext > || Cancel |

[X16.3 Microsoft Outlook 2007 TOEF X —ILREDESRE

F?*)Léhf:?jl} r—<3 ‘/73“ localhost 7.1{_ l“:ﬁﬁ?% E. ﬁﬁ‘gﬂg%’ftéhtﬁgﬂ
T TectiaServer ICERE TN, ECHLBEILINTUVWERVWKETTZ U Tr—>3y « =N
ICERXSINE T,
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Tectia Client, 6

Tectia ConnectSecure, 7

Tectia Server, 7
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W

Windows
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%)

Ty FIL—F,11
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L
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Tectia A DHIRE, 14
#fig, 11
Ty FIL—EK,12

b
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BOER, 27
®BI771I,29
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SA47>hk
TA2AR=I,15

-
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rHEBEOTYIO—F,31
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]
=N
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L
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